
BIP-39
The BIP-39 word list contains 2048 unique words, each 

distinguishable by its first four letters. Therefore, only the first four 
letters of each seed phrase word need to be stored.

Risk Disclosure:
Side-Channel Attack: If the tile tray is not properly secured, 

attackers might analyze (count) the unused tiles to infer sensitive 
information, even without direct physical access, potentially 
compromising device security and leading to financial loss.

Warning
Theft hazard: Does not protect against theft or “Evil Maid” attacks.

Notice
Damage risk: Do not use power tools to tighten screws.




